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AHmepHem - MUp WupoKuxX
803MOXKHOCMeU

IHTEpHET NO3BONSET HAM:

» obLWaTbCs C ApY3bsMU;

* MoflydaTb AOCTYN K MHpopMaLnu;
* YUUTBLCS, BCTPEYATbCA C MOObMU;

* Y3HaBaTb HOBOE.




HDemu v NoodpocmKU - aKmMUBHLbIe
fnosib308amesniu WHmepHema

C KaXabIM roaomM cooOLLECTBO POCCUNCKNX UHTEPHET-
nonb3oBaTernen MofoaeerT.




[lo cnosam P. Maxaddm, nccrnegosarens KpuMmuHoriora n3 otaena
KNoepnpecTynneHn NpecTynsieHnin C UCrofnb30BaHNEM
NHPOPMaLMOHHbLIX TexHonormm MmHmncTtepcTea CTULMK LWITATA
Mwuccucunn, - UutepHet — ato Aukuin, OQuknn 3anag XXI B., B KOTOpOM
NOCTOAHHO BCTPEYalTCH BOSTHYOLME MPUKITIOYEHUHA, ONAaCHOCTU U
baHOnTbl: XOT4 nNynu, netarowme B IHTepHETE, HEHACTOSLLNE, OHU BCE
PaBHO MOTYT PaHUTb.




» «be3onacHocTb» onpegensieTcsd
Kak COCTOSsHME 3alMLLEHHOCTU
XW3HEHHO BaXkHbIX UHTEPECOB
nnyHoCcTK, obulecTBa 1 rocygapcTea
OT BHYTPEHHUX U BHELUHUX Yrpo3.

* [Tcnxonormnyeckasa 6e3onacHoOCTb
— KaK COCTOSiHME COXPaHHOCTU
NCUXMKN npegnonaraet
nogaep)xaHne onpeaeneHHoro
BbanaHca mexay HeraTUBHbLIMU
BO34ENCTBMAMM HA YerioBeka
OKpYy>KatoLlen ero cpeabl U ero
YCTONYNBOCTbIO, CMTOCOBHOCTBLIO
npeogoneTb Takne BO3AENCTBUS
CODCTBEHHbLIMU pecypcamMn Unm c
NOMOLLbIO 3aLLUUTHBIX (aKTOPOB
cpeabl.




[oxsmue Gynauke u kubepbymaune

* [log OynnuHrom noHMMaeTcs
npegHamepeHHoe cucTemMaTu4ecKkn
NOBTOPSIOLLEECHA arpeCCMBHOE
noBeaeHne, BKIoYatoLlee
HepaBEeHCTBO CoLMarnbHOW BNnactu
nnu Pn3ndeckoun cunsbl.

* Mog kMbepbynIMHIrom
NoOHMMaeTca HaMepeHHoe,
onocpefoBaHHOE N arpeccuBHoOe
aencrteme nmdo nosegeHue,
OCYyLLieCTBIISeEMOE rpynnon nmdo
NHOVMBULOM C NPUMEHEHNEM
NHPOPMALIMOHHbIX U
KOMMYHUKATUBHbIX TEXHOSTOTMUI B
KadeCcTBe MHCTPYMEHTA .



OcobeHHOCTb MHPOPMALIMOHHBLIX NPOLIECCOB B
MHTepHeTe coCTOUT B TOM, YTO OTTyda HUYEro
HMKyOda He Uc4ye3aer.

M notomy gaxe HenpoBepeHHas
CTUrMaTusnpytoLlas
(OT rpeyd. —«apnblK, KNeEMMo» ) HopmMaLuunsd
OCTaeTcsd TaM HaBcerga.

Q




Hepme! kubepbynnunea

* BHEBPEMEHHOCTbL 1 NOBTOPEHUE

* aHOHUMHOCTb MpecrnenoBaTens

* OUCTAHTHOCTb

* DOnbLIOE KONMMYECTBO CBUOETENEN
N NX aHOHUMHOCTb

* MyNbTUMEANNHOCTb
* ONOCpenoBaHHOCTD.




CmamucmuyYyeckue daHHbLIe O
pacnpocmpaHeHHOCMU sIeJ/IeHUSsT
KubepbyrnnuHe

[To poccumnckum gaHHbiM, 78% neteu (T.e. NpakTUYECKN BCE FOpPOXKaHe)
oT 6 0o 18 net exxeagHeBHO Mosb3ytoTCA VIHTEpHETOM.

bonee 72% nogpoCTKOB MMEKT NePCOHarbHbIN NPOoduIib B COLMaribHbIX
ceTsX.

[1o 80% poccumnckux geten BblknagblBaloT B CETb CBOKO (bamMuUnutio,
TOYHbLIN BO3PACT, HOMEP LLKOMbI, Uy TPETU ONPOLUEHHbLIX OETEN
HaCTPOWKKN Npodomna NO3BOMSAT BCEM BUAOETL NIMYHYIO MHJOpMaLUIo O
nonb3oBatene; 3a pybexom 62% Oeten BbiknaabiBaoT B 06N JOCTYN
NU4YHbIEe poTorpadun.

[Tpn 0bCyXOEeHUN TMNOTETUYECKOIrO NOBEAEHNS NP BO3HUKHOBEHNU
HenpuaTHou cutyaummn B UHTepHeTe 77% 6—9- NneTHUX OeTen oTBevator,
4YTO obpaTATCs 3a NOMOLLLIO K poanTensMm, a cpean 15—17-netHnx 54%
NSIAHUPYIOT CrpaBnATbLCS C NPOObNemMon CaMOCTOATENLHO, MPU 3TOM He
yKasblBasi, KaK UMEHHO



Cmamucmuyeckue daHHbLIe O
jpacripocmpaHeHHoOCMU sIesSIeHUs]
KubepbyrnnuHe

* WccnegoBaHue B obnactu kubepObynnuHra, npoBeaeHHoe
Pew Research Center B 2014 roay, nokasano, 4to 40%
nonb3oBartenien rnobasribHON CETU XOTS Obl pa3s B XKU3HU
cTankmsanucb ¢ bynnuHrom B IHTEpHeTE Ha
CODCTBEHHOM OnbITE.

e [lpn aTom 73% OnNpoLLUEHHBbIX NOfb30BaTENEN
cTarnkmeanucb C OHTanH-oOynnnMHrom BoooLe
(CTaHOBUITUCb XXepTBaMn caMmun Unu Obinn CBUAETENAMMU
OYNMMHI B OTHOLLEHUW OPYrUX Iogen).

* B cpegHeM Kaxabin LLECTOU NOAPOCTOK XOTS 6bl pa3 B
XU3HW 3aHUMarncya Hanagkamu, ocKopbneHmnamu,
YHWXKEHUAMU NN HAacMeLLKaMun B rnobanbHON CeTH.



Cmamucmuyeckue OaHHbIe O
pacnpocmpaHeHHOCMU SI8IeHUS
Kubepbynnuxe

« Bcnneck knbepobynnuHra npuxoanTcd Ha
CpenHoo LWKony. B OCHOBHOM XepTBbl U
arpeccopbl umetoT Bo3pact oT 10 oo 15 ner.
Brnocnenctemun ypoBeHb arpeccum cnagaer.

 TeM He MeHee npecregoBaHUI0 MOryT
nogBepraTbCcA nuua Bcex BO3pacCTHbIX
KaTeropumn.



Dopmbl KubepOynuHea

dOnenmMuHr

XappacMeHT (rpndpepcTBO, TPOSIINHT,
KNoepCTaskuHr)

CEeKCTUHT

KrneBeTta

Bbioady cebs 3a gpyroro

PackpbiTe CeEKpeToB U MOLLEHHNYECTBO



* OrIeMUHT (aHrn.
flaming —
BOCIM/TaMEHEHNe),
KOTOPbIA HAYMHAETCA C
OCKopOneHun u
nepepacTtaeT B ObICTPbIV
SMOLMOHAaNbHbI OOMEH
pennnkamMmu, obbI4HO
nybrnunyHo, pexe B
YaCTHOW Nepenucke.




« XapaccMeHT (aHrn.
harassment —
NPUTECHEHKNE): ITO
agpecoBaHHbIe
KOHKPETHOMY YernoBeKy
0ObIYHO HacToOM4YMBbIE NN

NOBTOPSAKOLLMECA CrioBa U
OEWUCTBUSA, KOTOpble
BbI3bIBAIOT Y HEro
pasgpa)keHue, TpeBory u
CTPEeCC 1 Npn 3TOM He
MMEIOT pasyMHON Lienu

* KnbepxapaccMeHT 00bI4HO
Bblpa)aeTcs B
NOBTOPSIIOLLINXCS
OCKOPOUTENBHBIX COODLLEHNAX
XepTBe, OT KOTOPbIX OHAa
4yyBCTBYeT cebsa MmopasibHO
YHUYTOXXEHHOW, KOTOPbIM OHa
He MOXeT OTBETUTb MO
npuynHe cTpaxa nnu
HEBO3MOXXHOCTU
NOeHTUPULMPOBaTb
npecriegoBarensd, a MHorga K
TOMY Xe BblHY>XOeHa
onsiadmeaTtb NOfyYeHHbIE
coo0bLLEHMS.



[ pudpepsbl (griefers) — Urpoku,
LieneHanpaBneHHo npecneayoLwime apyrux
MIPOKOB B MHOIOMOSIb30BaTENbCKUX OHMaNH-
nrpax c Lernbo OTHATb YOO0BOMNbLCTBME OT UMPhl




« TponnuHr» — nyoénukauns nHpopmaunm, Kotopasi Bbl3blBaeT
TpeBory, rHeB Unu ctolg. [Nyb6nnkyoT HeraTUBHYO, Bbi3bIBAOLLYIO
TpeBory MHopmMaumio Ha Beb-camTax, CTpaHnuax counanbHbIX CETEN,
Oaxe Ha MeMopuarsibHbIX CTpaHuUax, NOCBALLEHHbIX YMEPLUMM NH0OAM,
NPOBOLMPYA CUMNbHY 3MOLMOHAaNbLHY peakumio

TROLLING




KubepctankuHr (cyberstalking; ot anrn. to stalk — npecnenosars,
BbICIIEXXNBATb) — UCMNONb30BaHNE ANEKTPOHHbBIX KOMMYHUKaLNI
ON4 rnpecrnenoBaHns XepTBbl Yepe3 MOBTOPAOLLMECSH
Bbl3biBalOLLME YrpO3bl MPOTUBO3AKOHHbLIX 4EWUCTBUN UK
NOBPEXOEHNN, XXepTBaMW KOTOPLIX MOTryT CTaTb MosyyaTtenb
COODLLUEHUN UM YNEeHbl ero CemMbi




» CeKkcTuHr (sexting, ot
aHrmn. sex — cekc u text —

TEKCT) — 3TO pacchblifika
nnun nyonumkaums goTo- U
Bugeomarepuanos C
OOHaXXEHHbIMU U
NonyooOHaXXeHHbIMU
nogbMn.

* «CEeKCTMHr» — npoLecc
obHapoagoBaHMUS
MaTepuanoB C
N300paxeHnem unm BUOEeO
ODHa)XeHHbIX noaen.



PacnpocTpaHeHue KneBeThl
(denigration): ato
ny6rnmkauma n paccolnka
YHUXKaoLLEN N NTOXHOW
NHpopMaL M O YeroBeke,
€ero NCKaXKeHHbIX
n3o06pakeHnin, B HaCTHOCTU
B CEKcyannsmpoBaHHOM
n/Mnn HaHocsLWEM Bpe[ ero
penyTtauun Bnae, n ap.

Cnam-bykn — TeTpaan, B
KOTOPbIX O4HOKITACCHUKM
pasMeLlaroT pasnunyHble
PEUTUHIN N KOMMEHTaPUN —
«KTO camasi KpacuBasi
OEBYLLKA B Knacce», «KTo
OLleBaETCH XyXe BCex» U T.M.
Coo0TBETCTBEHHO, «OHMAWH
CNam-bykn» — aTO co3gaHHble
OnNsi pasBriedeHnsa canTbl, rae
OLHOKJTACCHUKK NyBSINKYOT
NoOOOHbIE PENTUHIU K
KOMMEHTapuu, 4acTo rpybbie u
HENpUsTHbIE, HAaNpPUMep,
«XygLuasa napoyka knaccay.



PackpbITe CEKPETOB U
MOLLEHHUNYECTBO
BKMNo4aeT
pacnpocTpaHeHne B
CeTU JTINYHOMU,
CEKpEeTHOMN,
KOH(PUOEHLUMaNbHOW
MHdpopMaL KM O XepTBe.




Kameeopuu demed,
3aKHUMaroWuxcss KubepOymuHeoM

a) «aHresn mecTtu» (owyuwaeT cebsi npaBbIM, YaCTO MCTUT 3a TO,
4YTO CaM OKa3ariCs XXepTBOW OyrnuHra B LLKOJSIE);

B) «kaxgyLwmnn Brnactm» (MOXoX Ha TPaANULNOHHOIO
npecrieqoBartesid CO WKOJIbHOro ABOpa, XOYET KOHTPOIS,
BNacTu N aBTopuTeTa, 0OgHAKO MOXET ObiTb MEHbLLE U cnabee
CBEPCTHUKOB, NIMOO MOXET BbIMELLATb CBOI 3MOCTh U
6eCcrnomMoLLHOCTbL, OKa3aBLUMCb B COCTOSIHUM YSA3BUMOCTN);

B) «MPOTMBHAA AeBYOHKa» (MOXET OblTb N OEBOYKOU, U
MasibYnKoM; 3aHMMaeTCs KnbepOynnmMHrom pagun passriedeHus,
CBA3aHHOIO C UCNYITOM N YHUXEHUEM OpPYrux);

) «HeyMblILUNEeHHbIe npecreoBatenimy (BKNKYaTCA B
KNOepOynnuHr no nHepuum Bereq 3a rnonyyYeHHbIMU
HeraTMBHbIMM COOBLLEHMAMN O KOM-TO, YaCTO B pe3yrnbrarte
KOCBEHHOW TpaBmu, B KOTOPYIO UX BOBMNEKAIT Kak CBUOETENEN
N COY4YaCTHUKOB).



Yenoeus, cmocobcmeyrowjue pocmy U pas3euimuko
OaHKH020 SI6SIeHUS]

* CTpemMuTenbHbIX POCT MHPOPMALMOHHbLIX TEXHOMOTNU;
* [OOCTYMNHOCTb MH(POPMaLMN BO BCEX €€ MPOABNEHUSX;
* JaTEeHTHOCTb KNbepbynnuHra ans B3pocriblX;

* nybnukaumsa B coumaribHbIX CETAX CBOEU NTMYHOM
MHJ opMaLnu;

* MPOBOKALMOHHbIE OENCTBUA CaMUX XKEPTB,;

e 0e3Haka3aHHOCTb CO CTOPOHbI aAMUHUCTPaLUK
CaNTOB W 3aKOHa;

* OTCYTCTBME KOMIMbIOTEPHOU KOMIMETEHTHOCTMN,
KNOEpaTNKM y NOAPOCTKOB BCreaCTBUE
HeJOoCTaTOYHOro MX NHAPOPMUPOBAHUA O
6e3onacHOCTM Npu rMofib3oBaHUN NMHTEPHET
TEXHOJIOMUN.



ns./iclassgames.m/

S RALCRBETP0.20 - omamwct

rMo3uTueHbIN
X KOHTEHT
2017

TPEHAXKEP AN CMENBIX | @ 12+

3A€eCh Tbl Y3HaELLb, UTO TaKoe BYIINHT

M Kak 3aluTnTh cebs 1 Apy3€en.

HAYATb UrPY MPOAOJIXWUTD UT'PY

ggf::: Nomouib poaom MonuTuka 06paboThy NEpCOHaNbHbIX ABHHBIX - DunsM «Smilesy  © «Bpauw getamy, 2016-2018 % Beb-cryaus «Cunyame: cosgaHue cainTos



Y e saluTioyeHull...

PebeHOK OOSMKEH YCBOUTL MbICIb, YTO IHTEPHET —
9TO APYr, N €eCriv NPaBUITbHO C HUM «OPYXUTbY,
MO>XHO MU3BreYb 13 3TOro0 MHOIO Nonb3bl. A
NPaBUIbHO «APYXUTb» C HUM Hay4YUTb MOXET
TONIbKO B3POCIIbIN.

Hapetroch, YTO npeaocTaBrieHHas
MHdopmauums, nomorarwlas y3Hatb 00
OMNacHOCTAX B VIHTEpPHETE 1 O TOM, Kak UM
NPOTUBOCTOATL OYAET B AalnbHENLLEM
norie3Ha sam 1 sawinm getam!



Gnép,u c060iA
6yAb 0CTOpPOIKEH!




